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B.Sc. IV SEMESTER [MAIN/ATKT] EXAMINATION

MAY- JUNE 2025
CYBER SECURITY

[Data Communication and Digital Forensics]
[Minor Subject]

[Max. Marks : 60] [Time : 3:00 Hrs.]

Note : All THREE Sections are compulsory. Student should not write any thing on question paper.
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[Section - A]

This Section contains Multiple Choice Questions. Each question carries 1 Mark. All
questions are compulsory.
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Q. 01

Q. 02

Q. 03

Which layer 1s used to link the network support layers and user support layers -
a) Session layer b) Data link layer
¢) Transport layer d) Network layer
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Wireless transmission of signals can be done via -

a) Radio waves b) Microwaves

¢) Infrared d) All of the above
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Which of the following 1s not a phase of the digital forensic process -
a) Identification b) Preservation

¢) Fabrication d) collections
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Q. 04

Q. 05

What type of data should be collected first in a live digital investigation -

a) Files stored on external hard b) Log files
drives
¢) Non-volatile data d) Volatile data
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What does the 'chain of custody' refer to in digital investigations -

a) A method to decrypt files b) A process for tracking and
protecting digital evidence
¢) The legal agreement between d) A software used for forensic
suspects imaging
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[Section - B]

This Section contains Short Answer Type Questions. Attempt any five questions in this
section in 200 words each. Each question carries 7 Marks.

T @S ¥ SN Y £ | 39 WS H el ula el F ' N | U@ SR 200 vl A
ford | udd U 7 AP F 2|

Q. 01 Explain types of Servers and their application.
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Q. 02 Differentiate between physical server access control and logical server

access control.
ioTrd IdR T Foid iR difdTde HaR Tae Hegld & T80 3R
ddigy |

Q. 03 What is Transmission Media ? Explain application of transmission media.
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Q. 04 Explain difference between Guided and Unguided Media.
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Q. 05 What 1s Digital Forensics ? Explain types of digital forensics.
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Q. 06 Differentiate between Digital Forensics and Computer Forensics.
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Q. 07 Write short notes on Digital Forensics Investigative Toolkit.
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Q. 08 Explain the key steps involved in the proper handling of digital evidence.
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[Section - (]
This section contains Essay Type Questions. Attempt any two questions in this section in
500 words each. Each question carries 10 marks.
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Q. 09 Describe the OSI model in detail explain the functions of each layers of OSI
model with suitable example.
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Q. 10 What are digital footprints and how are they usetful in Investigation.
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Q. 11 What do you mean by digital forensic mvestigative procedure model ?
Explain all seven steps of the investigative procedure in detail.
feforee mRfeae saRcAfeT UiloR dfed ¥ U o1 999 & ? Sid
uftrar & W 919 TR BT TR W 99y |

Q. 12 Explain the process of encrypting and decrypting Digital Files.
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